
PROTECT YOUR COMPANY’S LAPTOPS DURING TRAVEL!

IT PRINCIPLES TO GOVERN YOUR NETWORK

CREATE A CORPORATE POLICY ON DEVICE SAFETY

Train employees on device safety requirements while traveling and have 
them sign your policy.  

IMPLEMENT ENCRYPTION ON ALL COMPUTERS

Windows 10 computers have BitLocker for encryption. Macs have 
FileVault 2.

SYNC YOUR PHONE TO YOUR LAPTOP TO MERGE ITS DATA

DEPLOY MDM (MOBILE DEVICE MANAGEMENT)

MDM increases security by giving you more real-time control over 
mobile devices.  We recommend AirWatch or MaaS360.

This way one backup routine collects the data from both devices.

ADD CLOUD BACKUPS FOR LAPTOPS TO YOUR BACKUP ROUTINES

Never rely on one form of backup for laptops.  Use both a USB backup 
drive (left at the office) and a cloud backup.

Asset tags force the recording of a device’s details:  serial numbers, 
device ID, model, accounts assigned, location, etc.  Asset tags can 
help police recover stolen items and assist with insurance claims.

IF STOLEN, USE REMOTE WIPE

ASSET TAG YOUR IT HARDWARE

Remote wipe erases all data on a stolen device from another computer.

FileVault 2

Our Cybersecurity Solutions

HAPPY COMPUTING!
www.planetmagpie.com

If you need help with cloud backups, asset tagging, or employee training, please contact 
PlanetMagpie Support at 510-344-1203 or support@planetmagpie.com.


